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Abstract: 

In this study, an artificial intelligence system was developed to detect dangerous substances. The system functions arduino based 

and through the sensors. Sensory values were taken both from dangerous and non-dangerous substances. Sensory data were saved 

to computer environment by the help of arduino and vector machines with artificial intelligence supports were used to detect 

dangerous and non-dangerous substances with a success rate of 90.33% To secure the classifier 10 layers cross-validation were 

used. In addition, 500 trials were conducted during the training. A success rate of 90.10% for 10 fold cross-validation was attained 

at the end of 500 trials.  With this work, promising results were obtained in detecting whether or not objects in 1-10 cm range are 

dangerous or not without the aid of human, by using equipments with a reasonable cost.  
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I.  INTRODUCTION 

 

Today, terrorism is gradually increasing. Especially places like 

shopping centers, public transports, stadiums have a higher 

potential for such attacks. Explosive substances and pointy 

metal substances are used commonly in such incidents. The 

system used in the study has been developed by combining 

efficient and economic devices with artificial intelligence 

algorithms in order to detect hazardous materials and to take 

necessary precautions in time. In world countries like 

America, United Kingdom, Israel, India and Turkey are 

conducting studies regarding the matter. With this study, it 

was aimed to detect the dangerous materials as early as 

possible without human aid and to minimize the terror 

incidents. The data to be analysed is obtained through sensors 

on arduino and transferred to digital environment. Information 

obtained from  the system goes through a pre-process by 

applying normalization process. The data obtained is then fed 

to Support Vector Machine trained by Sequential Minimal 

Optimization algorithm and to detect whether or not the 

substance is dangerous. A 10 fold cross-validation method was 

used to ensure the system's detection reliability. The system 

was run 500 times this way. The average of the results 

obtained is also included in the study. Our study is structured 

as follows: studies about this topic are included in the next 

section. In Chapter 3 the technologies used, data set and the 

evaluation criteria are explained. Chapter 4, describes the 

conducted study. In Chapter 5 the experimental results and the 

discussion section describing the results of the study is given. 

In section 6 of this document we conclude our article.  

 

II. RELATED WORKS 

 

The most comprehensive study conducted is STANDEX . The 

studies for STANDEX, conducted by NATO started first in 

2010. System was financed by USA, Russia, France, England, 

,Italy and Turkey. STANDEX uses a series of sensors and 

microwave scanning technology. This technology, detects 

abnormalities in the structure of the molecules. However, 

STANDEX is said to be the first system to detect masses and 

scan molecules [1]. SAPER application that was developed in 

India is among the systems that analyse the explosives in the 

user's area via a special chip implemented in the smartphone 

Semwal Bomb detecting chip that was developed by Abhilash 

Semwal in 2014 is also supported by Microsoft and is 

financed Indian government for 2 years. Via a magnetometer 

that measures the magnetic field the app n the smartphone 

detects the explosive substances. Cloud-based application, 

when a threat is detected, directly puts forth a warning 

message and notifies the location to security forces [2]. Radar 

bomb detector that weighs 5,9 kg and is mounted on a tripod 

sends radar signals to people and evaluates the polarized 

signals and detects whether or not a person is threat. This 

process takes only 1.3 seconds and can be remotely controlled 

up to 2.7 m. According to the developers of the technology, 

CBD-100 can choose iron ball bearings, glass, nails, ceramic 

and stones by choosing metallic and nonmetallic explosives  

[3]. Counterbomber which is named as suicide bomb detector 

or detecting system has a design that allows it to be easily 

installed to different spots. In addition to a camera and 

detector module mounted on a tripod, the detection system, 

which has a main unit, is controlled by a laptop computer. 

This suicide bomb detector that can either be mounted or be 

used mobile can be used  by security forces with ease. A 

simple report regarding the threat status is transferred to the 

security personnel after scanning the people entering in angle 

of camera. The system automatically warns the security 

personnel when the person being inspected is perceived as 

carrying a live bomb threat. [4] H.-w. Hübers and colleagues  

have developed a built-in system with Terahertz (THz) rays to 

locate hidden bombs and suicide bombers THZ radiation, 

without harming the humans penetrates into the clothes to 

detect whether or not there are harmful substances. [5] 

 

III. MATERIAL AND METHOD 

 

The study focuses on a microcontroller. Arduino uno is used 

as microcontroller. Via arduino uno sensors can exchange 

data. There are 3 different sensors on the system, including 

magnetometer, distance and infrared temperature sensor. The 
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X, Y and Z coordinates, composition and ambient magnetic 

fields are measured using a magnetometer sensor. 

Magnetometer value is proportional to the distance to the 

substance. The distance value to the substance measured using 

ultrasonic distance sensor HC-SR04. The room temperature 

and the temperature of the substance are measured using 

infrared temperature sensor the Grove. 

 

 
Figure .1. Arduino Used In the System 

 

Arduino is an open source development platform that can 

interact with its environment in an easy way, that makes it 

easy for us to program with its libraries, and allows us to read 

the data from sensors. [6] Arduino that is used is shown in 

Figure 1. 

 
Figure.2. HMC5883L magnetometer sensor used in the 

system 

 

In the study, 3 different sensor is used including 

magnetometer, temperature and distance. As seen in Figure 2, 

HMC5883L magnetometer sensor, is a 3-axis compass sensor 

which is manufactured by Honeywell. By using the 

HMC5883L sensor and voltage regulator  on this module it 

can be used comfortably in different systems and in various 

applications. Thanks to its standard pin structure it can be used 

in broadboard or different circuits and systems. I ² C digital 

communication protocol is used in the output of the sensor. 

Since there is a voltage regulator on the module, a supply 

voltage of 3-5V can be given. [7] 

 
Figure.3. Grove infrared temperature sensor used in 

system 

 

Grove infrared temperature sensor is a non-contact 

temperature measurement model. The black surface of the 

sensor is good to absorb thermal infrared radiation at the 

incident that triggers the voltage reaction at the output. This 

sensor creates an analog voltage based on the temperature (0 ~ 

1.1 V). The sensor helps to measure the temperature of the 

room and the substance. [8] 

 

 
Figure.4. HC-SR04 ultrasonic distance sensor used in the 

system 

 

HC-SR04 ultrasonic distance sensor, is a sensor that functions 

with sound waves that measures from 2 cm to 400 cm with an 

accuracy up to 3 mm.  It is used in reading distance, radar and 

robot applications [9]. 

 

A. Support Vector Machine (SVM) 

In this study, Support Vector Machine (SVM) was chosen as 

the classification method. This method is one of the effective 

methods in machine learning and data mining for pattern 

recognition. The method was presented in 1995 by Vapnik and 

Cortes [10]. The method is also a supervised learning 

algorithm used in regression analysis. This method is a kind of 

supervised learning algorithm used in regression analysis and 

classification. The two-class pattern is divided into two 

different categories by a linear plane. The use of SVM in 

pattern recognition is described below. 

In this algorithm an n-dimensional pattern (object) x has n 

coordinates, x=(x1, x2, …, xn) where each x is a real number 

and xi ϵ R for i = 1, 2, …, n and also each pattern xj belongs to 

a class . Consider a training set T having m number of patterns 

with their classes, T=[11] and a dot product space S, in which 

the patterns x are embedded, x1, x2, …, xm ϵ S. A hyperplane 

in the space S can be written as the following: 

(1) 

If there exists at least one linear classifier defined by the pair 

(w, b) training set of patterns are linearly separable. The 

classifier correctly classifies all training data as it can be. This 

classifier is defined by the hyperplane (w•x+b=0) as shown in 
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Fig.11. Regions for class +1 patterns (w•x+b>0) and for class -

1 patterns (w•x+b<0) are defined by this linear classifier. 

 
Figure.5. Linear classifier defined by the hyperplane H 

(w•x+b=0). 

The classifier is ready to detect new patterns after being 

trained. New patterns to be identified, are different from those 

used for training. The xk pattern class is specified as follows: 

     

  (2) 

Classification of new patterns are only depended to the sign of 

the (w•x+b) expression [12]. 

Sequential Minimal Optimization (SMO) Algorithm 

Sequential minimum optimization (SMO) algorithm is widely 

used in training support vector machine (SVM). Equation 5 

shows the presentation of a SVM primal optimization 

problem. 

 (3) 

Where xi is a training sample, yi ϵ {-1,+1} is the 

corresponding target value, αi is the Lagrange multiplier, and 

C is a real value cost parameter. Detailed information and 

explanations about this subject are given in the study of Kuan 

T. W. et al [13] 

Performance evaluation 

Performance evaluation and validation methods used in the 

system are confusion matrix, classification accuracy, analysis 

of specificity and sensitivity, and k-fold cross-validation. 

Mathematical formulas of performance evaluations are 

explained in the following sections.  [14, 15] 

Classification accuracy  

The equation given in formula 4 is used to measure the 

accuracy of the classification of data used in the study. 

 (4) 

(5) 

Where T is the set of data items to be classified (the test set) 

and N is the number of testing samples of the data-set. In this 

method, experimental studies show that the optimum value for 

k is ten [16, 17].  Also the accuracy of performed 10-fold 

cross-validation (CV) experiment will be shown. 

Confusion matrix  

In the field of machine learning, a confusion matrix is a 

specific table layout that allows visualization of the 

performance of an algorithm, typically a supervised 

learning one[18]. The confusion matrix contains four 

classification performance indices: true positive, false positive, 

false negative, and true negative as shown in Table 1. These 

four indices are also usually used to evaluate the performance 

the two-class classification problem [19].  

 

Table.1.The four classification performance indices 

included in the confusion matrix 

 
 

True negative is the number of correct predictions that an 

instance is negative. False positive is the number of incorrect 

predictions that an instance is positive. False negative is the 

number of incorrect predictions that an instance is negative, 

and True positive is the number of correct predictions that an 

instance is positive [11].  

Analysis of sensitivity and specificity  

For sensitivity, specificity, positive predictive value and 

negative predictive value, we use the following expressions 

[11]. 

(%) 100
TP

Sensitivity
TP FN

 
   (6) 

(%) 100
TN

Specificity
TN FP

 
   (7) 

(%) 100
TP

Positive predictivevalue
TP FP

 
           (8) 

(%) 100
TN

Negative predictivevalue
TN FN

 
           (9) 

True positive (TP): An input is detected as a patient with 

atherosclerosis diagnosed by the expert clinicians. 

True negative (TN): An input is detected as normal that is 

labeled as a healthy person by the expert clinicians. 

False positive (FP): An input is detected as a patient that is 

labeled as a healthy by the expert clinicians. 

False negative (FN): An input is detected as normal with 

atherosclerosis diagnosed by the expert clinicians [11] .  

 

K-fold Cross-Validation 

 The k-fold cross-validation is used to make the result of the 

classification tests more reliable [20] . In this validation, the 

data is randomly divided into k sub-samples. One of the K 

sub-examples is maintained as verification data to test the 

model. The remaining k-1 sub-samples are used as training 

data. K cross-validation is repeated with each of the k sub-

samples at least once as test data[21]. According to the results 

obtained from experimental studies in cross-validation 

processes used in classification, the most optimal k value is 

ten. [16, 17]. For this reason, a k-value of 10 was taken for 

cross-validation in the study. 

http://en.wikipedia.org/wiki/Machine_learning
http://en.wikipedia.org/wiki/Supervised_learning
http://en.wikipedia.org/wiki/Supervised_learning
http://en.wikipedia.org/wiki/Supervised_learning
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DATASET 

8 parameters are taken which are X, Y and Z coordinates, the 

resultant and the ambient magnetic fields, room temperature, 

substance temperature, distance to the substance. The data that 

were attained from the non-dangerous object which the book 

are shown in table 2, and the data attained from dangerous 

object which is the knife is shown in Table 3. The range of 

values for the data set created from dangerous and non-

dangerous objects is shown in Table 4. 

Table. 2. Sensor readings are taken from the book object 

 
 

Table.3. Sensor values obtained from the Knife object 

 
Table .4. The mean values of the data set obtained 

 

In the data set, a total of 9363 data were used, with 4694 

harmful substances and 4669 harmless substances. 

 

IV. DEVELOPED SYSTEM  

 

Each substance has a unique electromagnetic wave. It is aimed 

to use these waves in detection methods. In this study, 

temperature and magnetic field properties of the substance was 

used. Magnetometer is a tool used to measure the magnetic 

field intensity. The magnetometer operates according to the 

iron ore ratio in the environment. One of the important uses of 

magnetometers is to measure the magnetic field of our earth. 

Magnetometer can detect where underground metal sources 

like iron, copper ore are by using the irregularity of magnetic 

field. One of the areas that we encounter magnetometers in 

daily life  is security. It is scanned whether or not there are 

metals like guns on people who enters crowded areas such as 

airports, police checkpoints, shopping centers. If there is a 

magnetic object on the people entering through the 

checkpoint, the magnetic field will be distorted and an alarm 

will sound when the deterioration is detected. With the 

working principle of magnetometry, treasure hunters can find 

precious ores hidden underground. A mine detector is an 

example of a magnetometer that can be used to find mines 

hidden underground. Magnetometer and infrared temperature 

sensors are used to obtain  distance and room temperature 

values of substances. Data set was generated from the values 

obtained from dangerous and non-dangerous substances. 

Objects that belong to the sample images is shown in Figure 6 

and 7. 

 

 
Figure .6. pictures of harmful substances tried in the 

system 

 

 
Figure.7. images of objects tried in the system 

 

Decision support system was created by using support vector 

machines with the data in the generated data set. In the system 

we divide the data into 10 equal parts. We used 9 parts for 

training. The support vector machines that we use as 

classifiers have trained themselves according to this. It is then 

asked to estimate, according to the training, the other data 

which we have not given the result of classification for. 

Estimates obtained by the classifier are compared with actual 

results. We divide the correct guess to all the data and multiply 
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by 100 to find the accuracy percentage of the classification. 

The system was run 10 times in total so that each part was 

tested at least once. All obtained accuracy rates were summed 

and divided by 10 to find the average accuracy rate. 

 
Figure.8. Diagrams of the operations in Table 5 are given. 

 

Classification parameters 

In this study, a system based on the SVM classification 

algorithm was developed to determine whether or not 

substances at a certain distance are harmful. The credibility of 

this classifier is provided by the k-fold cross-validation 

method. When this classifier was used, training was carried 

out according to the parameters given in Table 6. 

 

Table .6. List of classification parameters 

 
   

V. EXPERIMENTAL RESULTS AND DISCUSSION 

 

Table.7. Classification performance for the dataset 

obtained from the sensors on the Arduino 

 
 

As shown in Table 7, the determinations of harmful and non-

harmful substances in the data set formed by the information 

obtained from the sensors on the arduino were determined by 

classification with support vector machine. 10-fold cross-

validation was used to increase the security of the 

classification. In this way, the system was operated 500 times 

and the correct detection rate of the items was determined as 

90.10% on average. In these runs, the highest accuracy rate 

with 10-fold cross-validation was found to be 90.30%. As can 

be seen from the ratios, it can be seen that the system will 

allow the operators to separate the harmful substances more 

effectively. 

 

VI. CONCLUSIONS 

 

In this study, it is intended to detect dangerous substances in 

such places as airport entrances, shopping centers without the 

need for human by using of artificial intelligence algorithms. 

With the conducted study detection of dangerous substances 

were achieved with a high rate of success. With the developed 

model, studies on dangerous and non-dangerous substances 

were carried out and successful results were obtained. 

Properties of magnetic field, temperature and distance were 

used to  make the detection.  With this study, dangerous 

substances will be detected and intervened and terrorist  early 

by the security forces and terror incidents will be reduced. 

Decision support system was made with Support Vector 

Machine classifier in the study. The developed system had 

90.30% accuracy. With the methods used, the results obtained 

were quite successful and the model looks quite promising for 

the recognition applications. By adding remote sensors to the 

system,dangerous items will be detected from a distance such 

as live bombs, weapons, knives, bombs and so on. With these 

additions, it is aimed to intervene the events earlier.  
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